Internet of Things applications are not only the new opportunity for digital businesses but also a major driving force for the modification and creation of software systems in all industries and businesses. Compared to other types of software-intensive products, the development of Internet of Things applications lacks a systematic approach and guidelines. This paper aims at understanding the common practices and challenges among start-up companies who are developing Internet of Things products. A qualitative research is conducted with data from twelve semi-structured interviews. A thematic analysis reveals common types of Minimum Viable Products, prototyping techniques and production concerns among early stage hardware start-ups. We found that hardware start-ups go through an incremental prototyping process toward production. The progress associates with the transition from speed-focus to quality-focus. Hardware start-ups heavily rely on third-party vendors in term of development speed and final product quality. We identified 24 challenges related to management, requirement, design, implementation and testing. Internet of Things entrepreneurs should be aware of relevant pitfalls and managing both internal and external risks.
Introduction
In recent years, with the emergence of Internet of Things, societies have become extremely interconnected. Advances in hardware development and the availability of powerful but very inexpensive integrated chips enable application of Internet of Things to not only industry, manufacturing but also every aspect of our daily life. With the Industry 4.0 revolution [1] , the adoption and development of connected systems, such as smart grids, autonomous automobile systems, medical monitoring are becoming mainstream. Unlike traditional embedded systems, which are designed as stand-alone devices, the focus of Internet of Things is on networking several devices [2] . The number of connected devices available in the worldwide market is approaching 15 billion [3] . According to Gartner's hype cycle, by 2020, such technologies will be in 95% of electronics for new product designs.
Internet of Things is typically a complex system in several dimensions as they embody characteristics of physical, networked, software and of human-interactive systems [4] . Physical and software components are closely intertwined in Internet of Things, each specializing in different architectural and operational scales. As an emerging area with the overlapping and integration of multiple fields of science and engineering, the development of Internet of Things requires software and system engineers, computer scientists and network professionals to collaborate closely with experts in
1.
RQ1: How do start-ups prototype their Internet of Things applications? 2.
RQ2: What are the challenges associated with Internet of Things development in start-up contexts?
The paper is organized as below; the next Section is about Related work. After that, we present the research methodology. Then findings for RQs are presented and discussed. Finally, the conclusion ends the paper.
Related Works

Software Engineering Aspects of Internet of Things
The emergence of the Internet of Things is bringing us connected devices that are an integral part of the physical world. Internet of Things systems, for instance, smart home solutions, need to consider a comprehensive system, from cloud-based storage and data analysis, end-user applications, middleware and hardware devices and their connectivity, hence representing a mixed hardware-software system [14] . The generic architecture of an Internet of Things system proposed by Taivalsaari and Mikkonen [15] largely defines the elements of any Internet of Things: client devices; gateways, backend cloud, including databases and other storage systems; analysis applications and end-user applications. Zambonelli et al. generalize common features of CPS systems that are relevant to software engineering into stakeholders and users, requirements, groups and coalitions, avatars and Smart things [16] [17] [18] . Fortino et al. propose an agent-based approach in modelling Internet of Things systems [17] . As seen in Figure 1 , Internet of Things development is conceptualized in a water-fall approach, with analysis, design and development. We adopt this general view on common elements in an Internet of Things system, which gives us flexibility when looking at various systems. 
Internet of Things Start-Ups
The term "start-up" has been around with increasing frequency among practitioners and researchers in the last five years. Steve Blank describes a start-up as a temporary organization that aims to create high-tech innovative products without having a prior working history [19] . He further highlights that in a start-up context, the business and its product should be developed in parallel. Eric Ries defines a start-up as a human institution that is designed to create a unique product or service under extreme uncertainty [8] . Rather than a formal company, a start-up should be considered as a temporary organizational state, that seeks a validated and scalable business model [20] . Hence, a company with a dozen employees can still be in a start-up state to validate a business model or a market. Start-ups are designed to grow fast while small and medium-sized enterprises (SMEs) focus on doing stable business for years [21] . Among several ways of describing start-up life cycles, Ries' characterizes start-ups in three steps, which are a problem-solution fit, product-market fit (or the early stages) and scale-up (or the later stages) [8] . We focused on early-stage start-ups, that is typically a small entrepreneurial team developing software-intensive products with scalable business models. A series of prototypes and beta product can be observed in this early phase.
The phrase "hardware start-ups" has been used in several publications to refer high-tech startups that focus on delivering products and/or services to individuals, households and industry through physical electronic devices [22, 23] . Hardware-related products, for instance, smart home solutions, require the producer to consider a comprehensive system, from a cloud-based storage and data analysis to end-user applications, middleware and hardware devices and their connectivity [24] and thus represent a mix of hardware and software systems. We refer to Internet of Things start-ups as companies that develop and deliver customer value based on Internet of Things applications. Internet of Things products are normally regulated by domain-specific standards, regulations and fixed-requirements. Quality attributes, such as performance, robustness, safety and security, are more critical to the success of an Internet of Things product.
Start-Up Product Development Methodologies
The need for the product development methodologies to be adapted to a projects scope, magnitude, complexity and changing requirements in start-up context is generally acknowledged, however, there exists a lack in guidance on how software start-ups can adapt their process to their situational context [25] . Start-ups perform experiments in the problem-solution domain, which often ended up with launching a product that greatly differs from the original idea [11, 22] . This learning experience is always associated with the construction of Minimum Viable Product (MVP), a representative proxy of the final product, to validate either new technology or to elicit customer 
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The need for the product development methodologies to be adapted to a projects scope, magnitude, complexity and changing requirements in start-up context is generally acknowledged, however, there exists a lack in guidance on how software start-ups can adapt their process to their situational context [25] . Start-ups perform experiments in the problem-solution domain, which often ended up with launching a product that greatly differs from the original idea [11, 22] . This learning experience is always associated with the construction of Minimum Viable Product (MVP), a representative proxy of the final product, to validate either new technology or to elicit customer requirements [8, 11] . MVP is a core of Lean start-up concept [8] , which might or might not be developed directly into the final product (as shown in Figure 2 ). Eric Ries initiates the classification of MVP types [8] , which is in common use in the start-up communities, as shown in Figure 2 . For instance, an MVP can be a short animation that explains what your product does and why users should buy it. It also can be a user interface that looks like a real working product but the actual business process is manually carried on (Wizard of Oz). A concierge MVP is a manual service that consists of exactly the same steps users would go through with the product. requirements [8, 11] . MVP is a core of Lean start-up concept [8] , which might or might not be developed directly into the final product (as shown in Figure 2 ). Eric Ries initiates the classification of MVP types [8] , which is in common use in the start-up communities, as shown in Figure 2 . For instance, an MVP can be a short animation that explains what your product does and why users should buy it. It also can be a user interface that looks like a real working product but the actual business process is manually carried on (Wizard of Oz). A concierge MVP is a manual service that consists of exactly the same steps users would go through with the product. Sone research has been done on how start-ups developed software products that reflect various types of software MVPs and MVP prototyping practices [5, 6, 11, 20, [25] [26] [27] [28] . Nguyen-Duc et al. studied the roles of MVPs in software start-ups and different approaches to speed up the process of making MVPs [6, 11] . Developers in software start-ups typically prioritize speed related to agile practices rather than quality related ones [25, 27] . Paternoster et al. summarized a pattern of software start-ups that quickly built a product in an evolutionary fashion and learned from the users' feedback [5] . Bosch et al. advocated for adjusting the Lean start-up methodology to accommodate the development of multiple ideas and integrate them when the time for their testing and validation is too long [26] . Giardino et al. presented a greenfield model to explain the priority of start-ups to develop product versions as soon as possible [28] . The ability to verify product-market fit in the early phase is traded off for technical debt in product side in later phases.
State-of-Practice Hardware Product Development
Hardware-related product development has several characteristics where it differs from pure software development. Compared to software development, hardware product development takes longer [22] . For instance, prototyping and demonstrating a software prototype might occur over time on the order of weeks or days. For hardware products such as consumer electronics, development of a demonstrable prototype might take many months and years after the associated technologies have been proven [22] . Advanced technologies and tools for modelling, simulation has enabled the adoption of shorter cycles of hardware-related product development [29, 30] . Research has shown several positive experience using Agile methodologies in embedded systems [31] [32] [33] [34] [35] . Greene reported a positive experience of applying Agile approaches in firmware development at Intel [31] . Cordeiro et al. proposed a new platform-based design using Agile approaches that substantially reduced development time in three hardware development projects [32] . Adopting XP practices, Santos et al. showed a successful software version created for control of a satellite camera [33] . Kaisti et al. conducted a systematic mapping study of the adoption of Agile methodology in embedded systems development [34] . Ronkainen et al. described challenges with hard real-time requirements, Sone research has been done on how start-ups developed software products that reflect various types of software MVPs and MVP prototyping practices [5, 6, 11, 20, [25] [26] [27] [28] . Nguyen-Duc et al. studied the roles of MVPs in software start-ups and different approaches to speed up the process of making MVPs [6, 11] . Developers in software start-ups typically prioritize speed related to agile practices rather than quality related ones [25, 27] . Paternoster et al. summarized a pattern of software start-ups that quickly built a product in an evolutionary fashion and learned from the users' feedback [5] . Bosch et al. advocated for adjusting the Lean start-up methodology to accommodate the development of multiple ideas and integrate them when the time for their testing and validation is too long [26] . Giardino et al. presented a greenfield model to explain the priority of start-ups to develop product versions as soon as possible [28] . The ability to verify product-market fit in the early phase is traded off for technical debt in product side in later phases.
Hardware-related product development has several characteristics where it differs from pure software development. Compared to software development, hardware product development takes longer [22] . For instance, prototyping and demonstrating a software prototype might occur over time on the order of weeks or days. For hardware products such as consumer electronics, development of a demonstrable prototype might take many months and years after the associated technologies have been proven [22] . Advanced technologies and tools for modelling, simulation has enabled the adoption of shorter cycles of hardware-related product development [29, 30] . Research has shown several positive experience using Agile methodologies in embedded systems [31] [32] [33] [34] [35] . Greene reported a positive experience of applying Agile approaches in firmware development at Intel [31] . Cordeiro et al. proposed a new platform-based design using Agile approaches that substantially reduced development time in three hardware development projects [32] . Adopting XP practices, Santos et al. showed a successful software version created for control of a satellite camera [33] . Kaisti et al. conducted a systematic mapping study of the adoption of Agile methodology in embedded systems development [34] . Ronkainen et al. described challenges with hard real-time requirements, prototyping, documentation and test-driven development in Agile hardware development [35] . The authors suggested that Agile practices can be used in the embedded domain but the practices need to be adapted to fit the more constrained field of embedded product development [35] .
Research Methodology
This section presents our research methodology (Section 3.1), approach to data collection and analysis (Section 3.2) and a description of the cases investigated in this study (Section 3.3).
Study Design
Following Yin's case study guideline [36] , we conducted a multiple-case exploratory study. Exploratory case studies are selected for the purpose of "finding out what is happening, seeking new insights and generating ideas and hypotheses for new research" [37] . A multiple-case study enables researchers to explore differences within and between the cases. A large number of cases can help to triangulate findings, which were particularly important since we obtained only one or at most, three interviews per case. We selected a start-up as the unit of analysis and adopted a purposive sampling strategy to recruit cases [38] . As start-ups often focus on one product or one service from the beginning, in all of our cases, each start-up focused on one product development project. There is often difficulty in identifying a real start-up case among other similar phenomena, such as pure software start-ups, SMEs or part-time start-ups. Therefore, we clearly defined the criteria for our case selection:
(1) a start-up that has at least two full-time members, so product development is not an individual activity; (2) a start-up that operates for at least six months, so their experience can be relevant; (3) a start-up that has at least a first running prototype, so its engineering practices are a relevant topic; and (4) a start-up whose product or prototype is composed of Internet of Things components From previous work [6, 11, 20, 27] , we have constructed a contact list of 219 start-ups. Other co-authors of this work added 22 hardware start-ups to that list. From the total number of 241 start-ups, we identified 52 that potentially satisfied our case selection criteria. After contacting the companies via email, eight start-ups were willing to participate in this research. The first three cases were collected from start-ups at which the first author had a personal relationship, which made it easier to collect in-depth material to increase our understanding of the cases. We did not select cases due to their adoption of prototyping or agile practices. Hence, these cases represent an unbiased sample of real situations occurring in Internet of Things start-ups.
Data Collection and Analysis
Figure 3 summarizes our approach to data collection and analysis. The major data source was semi-structured interviews. Semi-structured interviews are a common approach to collecting relevant insights into many phenomena in software engineering [37, 39] . The advantage of semi-structured interviews is that it allows improvisation and exploration of the objects studied [37] . Secondary data sources were published information about start-ups collected from the Internet. Prior to conducting interviews, we obtained as much information as possible regarding the start-ups' products, markets, customers and business models. As shown in Table 1 , we conducted a total of twelve interviews with interviewees from eight companies. All interviewees are CEOs, CTOs or hardware engineers that have been with the start-ups from the beginning. The years of technical experience of the interviewees ranged from two to more than 10 years. The interview guide consisted of five sections: (1) business background, (2) idea visualization and prototyping, (3) product development, (4) challenges and lessons learned and (5) adoption of development paradigms. The interview guide is presented in Appendix A. During interviews, we adjusted the order of questions based on the responses and comments of the interviewees. Data were first collected from Case A and Case C to provide an initial basis for the development of the research questions. In these cases, the first author conducted follow-up interviews with both the CEO and the CTO. Due to the personal relationship of the author with the companies, we had access to other documents, including business model canvases, business plans and development contracts.
Six months later, we collected data from Case D and Case E. This was done collectively by the first author. In these cases, we conducted follow-up interviews, asking participants to look at a list of Agile practices and discuss challenges and opportunities these practices present in connection to hardware development. After one year, we collected three more cases, Case F, Case G and Case H, with interviews conducted by the second author. Data for the final case, Case B, was collected by interviews conducted by two master's students from the Norwegian University of Science and Technology (NTNU). All interviews were conducted face-to-face and with the participation of coauthors of this study.
We adopted two approaches for analysis of the data: narrative and thematic analysis. To address RQ1, a narrative summary of interview transcripts and online documents relating to the cases was created to tell a story about each case [40] . The first and second authors interpreted and described stories of how start-ups prototype. To address RQ2, we adopted a thematic analysis, which is a common data analysis approach for qualitative data [41] . Thematic analysis is defined as "a method for identifying, analysing and reporting patterns (themes) within data" [41] . We applied a process of thematic synthesis, which has been applied and published in software engineering research venues Data were first collected from Case A and Case C to provide an initial basis for the development of the research questions. In these cases, the first author conducted follow-up interviews with both the CEO and the CTO. Due to the personal relationship of the author with the companies, we had access to other documents, including business model canvases, business plans and development contracts.
Six months later, we collected data from Case D and Case E. This was done collectively by the first author. In these cases, we conducted follow-up interviews, asking participants to look at a list of Agile practices and discuss challenges and opportunities these practices present in connection to hardware development. After one year, we collected three more cases, Case F, Case G and Case H, with interviews conducted by the second author. Data for the final case, Case B, was collected by interviews conducted by two master's students from the Norwegian University of Science and Technology (NTNU). All interviews were conducted face-to-face and with the participation of co-authors of this study. We adopted two approaches for analysis of the data: narrative and thematic analysis. To address RQ1, a narrative summary of interview transcripts and online documents relating to the cases was created to tell a story about each case [40] . The first and second authors interpreted and described stories of how start-ups prototype. To address RQ2, we adopted a thematic analysis, which is a common data analysis approach for qualitative data [41] . Thematic analysis is defined as "a method for identifying, analysing and reporting patterns (themes) within data" [41] . We applied a process of thematic synthesis, which has been applied and published in software engineering research venues [42] :
Initial reading: We read through the transcribed interviews to generate initial ideas and identify possible patterns in the data. All interviews were transcribed shortly after they were conducted to ensure the actual meaning of interviewees' answers was preserved. 2.
Coding: We scanned textual data to search for challenges facing start-ups. The final interpretation of case descriptions and results were reviewed and adjusted by other co-authors. 3.
Translating codes into themes: A theme can be seen as a way of grouping initial codes into a smaller number of sets to create a meaningful whole of unstructured codes [8] . Since we were interested in understanding prototyping practices and challenges in Internet of Things start-ups, we mainly focused on creating themes describing concerns of prototyping (RQ1). We identified a total of 23 unique themes from our codes.
4.
Creating higher-order themes: The generated themes were further explored and interpreted to create a model of higher-order themes. We used terminology from SWEBOK knowledge area [43] to guide the coding of second-order themes when organizing prototyping challenges in Internet of Things start-ups. We found a total of four higher-order themes.
Case Description
Our case description, from Case A to Case H, is summarized in Table 2 . Our sample consists of start-ups in Norway, Finland and Pakistan. Seven start-ups were characterized as being in early stages and one start-up in a later stage, as described below. • Case C is a hardware company founded in 2013. The product is an underwater drone that can be used for fishing and aquaculture research. The product consists of a camera and a web-based controller. The business model is B2C; at the time of this study, its focus was on marketing to individual fishers and researchers. The company had four members of staff; the CTO is also a mechanical engineer. The CEO and the head of marketing took care of purchasing of components, subsystems, PCs and accessories as needed.
• Case D is a start-up founded in 2013. The company started as a mobile app development with 20 employees. This team is a spin-off from an international enterprise. At the time of this study, they had 85 members of staff who mainly worked to develop Internet of Things solutions.
The company started with a first product that provided tracking devices for expensive shipments. Employing a B2B model, Case D had revenue of c.a. 8 million Euro in 2014.
• Case E is a grown start-up founded in 2011. Developed from work that formed the basis of a master's thesis, the company provides equipment for measuring muscle operation under normal training conditions. The CEO is a muscle specialist who possesses domain knowledge. The company has sold their products to several hospitals and gyms.
• Case F is a start-up developing an intelligent home automation system that allows users to control electric appliances remotely, using an Android app over either GSM or Wi-Fi. Started in 2015 by a team of five college students, after one year they had eight full-time members of staff.
The company was in a pre-start-up phase at the time of this study with regard to their financial situation and business development.
• Case G is a hardware start-up that offers an eye-tracking-based control system for smart wheelchairs. The product adopts Electroencephalogram signal processing and Internet of Things technologies. The wheelchair can be controlled and moved by looking at a screen. The business model is B2C, with a focus on the general public, disabled students, elderly people and so forth. This start-up arose from a university project. During its first two months in an incubation program, they sold three product units. The start-up won a national student-based entrepreneurial competition.
• Case H is an Internet of Things start-up which was founded in 2015. Positioned in the smart home sector, Case H has two major products: Smartic and Smart Board. Smartic is a plug-and-play device that can be connected to any electrical device to automate it. Smart Board, on the other hand, replaces conventional switchboards in smart houses and automates all electrical devices. The business model is B2C, serving home and office users. At the time of this study, there were five employees in the company, including a CEO (business developer), three software developers and one hardware engineer. The interviewee was asked about the MVPs that are critical for their start-ups in the early stage. This does not mean each start-up produces only these MVPs. Many MVPs can be created but start-ups only focused on describing one MVP that is most important for them at their early stages. The role of the MVPs can be to acquire funding, to attract customers or to recruit team members and so forth. Table 3 presents the descriptions of these major MVPs in our eight hardware-start-ups. For each MVP, we also specify the software/hardware components were developed, the time used to complete the MVPs and grouping them into three groups. MVP creation duration varies from three months to 28 months. The process started since ideas were agreed among the team until the MVP is ready for its purpose. Several activities are included in the prototyping process, from research and development (R&D) activities, market and customer research, preparation of tools and necessary components, physical design, implementation and testing. The varied durations depend on the MVPs themselves and contextual factors:
Results
This
•
In Case H, the MVP was done in a short time (3 months). The major MVP was quite simple with no physical unit design. The significant amount of time was spent on conceptual design and sketching features. The team ordered available electronics units and integrated into the software part. The team focused on a front-end design of the software product. The integration was based on a 3rd party service provider.
In case C, the MVP was complete in a very long time (28 months). The prototyping process is lengthy due to the complexity of the hardware design and the part-time nature of the participation of the founders. The core part of the MVP is the design of the camera. Besides many architectural elements were bought, other elements were designed in-house, which takes time. The MVP heavily depended on open-source components for both hardware and software parts. MVP type 1 has user experience (UX) similar to the final product but the actual functionalities are manually carried on. This type is found in Case E, G and H. Type 1 could be seen as a simulation of desired products. As internal development effort is usually limited due to the lack of available competencies or funding, MVPs type 1 typically utilize rapid prototyping, local contractors and ready-made components. For instance, CTO in Case E mentions:
" MVP type 1 has user experience (UX) similar to the final product but the actual functionalities are manually carried on. This type is found in Case E, G and H. Type 1 could be seen as a simulation of desired products. As internal development effort is usually limited due to the lack of available competencies or funding, MVPs type 1 typically utilize rapid prototyping, local contractors and ready-made components. For instance, CTO in Case E mentions:
"we outsourced the sensor development so, we did not have that kind of skills and, I do not think we would have had the equipment either, to go for that" (Case E) MVP type 1 is the first step after the ideation phase and due to the coarse-grained illustration, it would be easy to iterate. For such MVPs, UX is an important part, for instance:
"And according to the feedback what they have been providing, we have been developing the solution during the whole springtime. We have been developing, quite a lot of functionalities, based on the user feedback. And we have also made quite a lot of usability-related changes and modifications in the software." (Case E) Evolving from MVP type 1, Internet of Things start-ups progress to create MVP type 2. The transition can be illustrated as in Case F, when the team moving from an MVP with an only single feature to a functional MVP:
"It was nothing more than switching on/off of an energy saver using SMS from our mobile phone. But the current product has a ton of features including controlling, grouping, timers, electricity consumption monitors, motion sensors, cameras." (Case F) MVP type 2 involves hardware unit design, including sensor integration, chips, circuit design and system engineering. The product would be complete from functional aspects. Quality attributes of the final products are considered. Most of the hardware designs are done in-house but the activity might also involve outsourcing or contractors. This type is found in Case A, B, D and F, as illustrated in the quote below:
"The development is close to the hardware, so you need to know the entire structure of the hardware. When you are on engine control, you need to understand how the electrical circuit is built to write the code structure" (Case B)
Functional testing is an important activity for this type of MVP. Testing can be done at the unit level, component level, system level and user level.
"Q: you make finished physical products every time you prototype? A: Yes. Then they are ready so that a non-technical user can test them. We run some tests ourselves, just watching if it works or not... it is important that it functions all together so that actual users can provide feedback." (Case B) "It helped us a lot in proper testing in a live environment and getting an idea of daily usage by a customer. (Case F) MVP type 2 would be functionally complete and operable with actual data:
"what could be done in-house testing and then there was some field testing ourselves before the shipment. Then of course, the most interesting data came from the real shipment" (Case D)
The transitions from MVP type 2 to type 3 involves the shift of effort from hardware development to software development. When a hardware unit as a core value proposition is complete and validated, the added value components, such as, data visualization and processing is more focused. Quality attributes are the focus in MVP type 3. MVP type 3 involves the design and optimization of current MVPs to achieve the best acceptable quality products. The acceptable quality MVPs is reached at a so-called Minimum Acceptable Quality to enable the rapid prototyping. Non-functional testing is the focus for MVP type 3. The integration of software and hardware elements was done and tested regressively, as shown in Case 3:
"They [software components] are at the same time so tightly depending on our hardware that it is not possible to understand the stuff without a deep understanding of the whole." (Case C) At this step, the focus is on the integration of hardware and software elements to provide the best values: "Different people work on different parts, so they are easy to distinguish. The electronic boys alternate between the code and developing the product itself." (Case C)
Engineering Approaches at Early-Stages
As shown in Figure 5 , the development of three types of MVPs reveals a number of common engineering approaches, namely (iterative development, outsourcing, third-party components and rapid prototyping). The transitions from MVP type 2 to type 3 involves the shift of effort from hardware development to software development. When a hardware unit as a core value proposition is complete and validated, the added value components, such as, data visualization and processing is more focused. Quality attributes are the focus in MVP type 3. MVP type 3 involves the design and optimization of current MVPs to achieve the best acceptable quality products. The acceptable quality MVPs is reached at a so-called Minimum Acceptable Quality to enable the rapid prototyping. Nonfunctional testing is the focus for MVP type 3. The integration of software and hardware elements was done and tested regressively, as shown in Case 3:
"They [software components] are at the same time so tightly depending on our hardware that it is not possible to understand the stuff without a deep understanding of the whole." (Case C) At this step, the focus is on the integration of hardware and software elements to provide the best values: "Different people work on different parts, so they are easy to distinguish. The electronic boys alternate between the code and developing the product itself." (Case C).
As shown in Figure 5 , the development of three types of MVPs reveals a number of common engineering approaches, namely (iterative development, outsourcing, third-party components and rapid prototyping). Iterative development is the regular release of product versions. The duration of each iteration varies among Internet of Things start-ups. Hardware development requires a longer duration than software development does and a one-to four-week sprint structure is probably insufficient to make reasonable progress in a hardware development project. It is also difficult for many hardware projects to release working products frequently, though it is a high priority according to standard Agile principles. Hardware development involves shipping physical units, which is costly and timeconsuming. Delivering an MVP type 2 or type 3 to a customer after each iteration and then adapting the design to the customer's changing specifications could dramatically increase the cost of a project. In our cases, throughout multiple iterations, MVP type 2 and type 3 does not change much from the initial design. Iterative development is the regular release of product versions. The duration of each iteration varies among Internet of Things start-ups. Hardware development requires a longer duration than software development does and a one-to four-week sprint structure is probably insufficient to make reasonable progress in a hardware development project. It is also difficult for many hardware projects to release working products frequently, though it is a high priority according to standard Agile principles. Hardware development involves shipping physical units, which is costly and time-consuming. Delivering an MVP type 2 or type 3 to a customer after each iteration and then adapting the design to the customer's changing specifications could dramatically increase the cost of a project. In our cases, throughout multiple iterations, MVP type 2 and type 3 does not change much from the initial design.
Iterative development was mentioned as a mean to achieve agility for Internet of Things start-ups. The CEOs related Agility with less upfront planning, short-term driven evolution of the start-ups. They also mentioned the speed of prototyping, development and fast time-to-market when asked about Agile. Start-ups stated that full controls of development activities and partnership would prepare themselves to respond to unexpected changes. Some start-ups also highlighted the importance of team collaboration over defined processes. The adoption of certain Agile practices or approaches might be different between the development of hardware and software elements:
"Our electronics are relatively simple, while SW changes very much all the time. We are still trying to find what is the right way to do it" (Case C)
Outsourcing refers to the use of local contractors or subcontractors in start-ups' early stages. An example of local contractors is consultant companies, maker space, student projects and manufacturers. In case of D, skilled contractors were hired to achieve a quick start with a functional, (and normally physical) prototype. As mentioned by in Case E, utilizing external resources enables the capacities of speeding up product experimentation and development. Furthermore, as contractors are not an integral part of the start-up, they facilitate the scaling-down activities when they lack funding or change directions. Some start-ups use local contractors while some others hire offshore vendors. Making use of local vendors can be a feasible option, contributing to prototyping speed:
"The local one delivered very quickly. It is critical that the component from China comes on time, especially since we next week will display the latest iteration in England. Every time it's just a matter of time. If we could do everything internally, we would have saved a lot of time on sending, it would have been great" (Case E) Adoption of third-party components, whether they are open source or commercial off the shelf. Hardware development can take advantage of ready-made components to speed up prototyping and product development. Internet of Things start-ups utilize both off-the-shelf hardware components and open source components and libraries. Many of our start-ups build their first prototype with Arduino and Raspberry Pi, open-source electronic prototyping platforms (Case A, B, C, F, G, H). All start-ups purchased sensor devices like accelerometer, gyroscope, light and touch sensors from third-party providers. The adoption of existing components also enables the practice of reusing in incremental prototypes.
Rapid prototyping: Internet of Things start-ups are beneficial from the advancement of prototyping technologies, such as 3D printing and CAD simulation tools. Almost all of our cases own or acquire 3D printing services, which enable them to make many physical prototypes in a short time.
"We solicit components, test different things and form factors, using a lot of 3D printing. We have invested in a better 3D printer so we can use the sensors on patients in the hospital. The cheaper printers make rough surfaces that will not be approved for medical use. This is a thing we otherwise would have to order from someone else but that would take 3 weeks, so we removed it and invested in the better printer for our mechanical development." (Case C)
It is also noted that even though 3D printing can be used for every physical component of a product, the printing takes time. In one case, it took 10 h for a 3D printing of a small component. A lot of communication and changes happen already in the computer-based prototypes, that is with CAD designs.
RQ2: What Are the Challenges Associated with MVP Engineering in Internet of Things Start-Ups?
The challenges relating to hardware prototypes were merged into five themes: (1) Management, (2) Requirement, (3) Design, (4) Implementation and (5) Testing. Table 4 presents the thematic map, with the 24 MVP challenges, designated C01 through C24. The challenges are also mapped to temporal dimensions of start-ups, whether they are relevant to early stages (i.e., MVP type 1, type 2) and later stages (MVP type 3).
Management concerns the aspects of finance, market and human resources during prototype development. MVPs are typically integrated from various components. Component use and reuse are common in software development but are even more prominent in hardware production, as it is more difficult to produce physical elements in-house. Consequently, the selection and evaluation of third-party vendors who provide satisfactory components are essential (C01). Multiple aspects need to be considered, that is the technical quality of the components, their cost and supporting policies of the vendors. The commitment of vendors to the speed (C08) and quality of delivery, for instance, needs to be proven over time. Given that a large number of hardware manufacturers are based in China, finding a suitable vendor is not straightforward for start-ups in other countries. Constraints on human resource are relevant in various stages of Internet of Things start-ups. Finding an appropriate hardware engineer is crucial for the long-term development of the company (C03). The competence of the hardware team not only determines the capabilities of the company but also influences the speed and quality of the products it produces. Another important dimension is finance, as we observe that our cases initiated their businesses by self-funding. Hardware development requires more resources, in terms of both human and financial investment, than software start-ups do. Many start-ups lack sufficient funding for the prototyping phases (C06). This lack can become even more of an issue when close to manufacturing. Start-ups operate under the pressure of speed, which is also a threat to quality-driven development (C07):
"There are new launches from big companies also like Samsung. Then there are some, many kinds of players are launching now (their own stories) . . . so there will be competition" (Case D)
With MVP type 3, the managerial concerns shift to the relationship with marketing and manufacturing. Start-ups need to validate their business model, to test the market feedback on their products (C04). They also need to decide the cost of their products. There is a risk here as the manufacturing cost will determine the product cost (C09).
Requirements are typically challenging when hardware product in nature is quality-focused but the start-up context requires also the product development change-prone under multiple influences. Ensuring hardware products comply with regulatory requirements is a complex and ever-changing process. The process implies a significant administrative component that affects the design, development and testing of a hardware component. Requirement management might involve domain experts, as in the healthcare sector in Case E:
"Since this is a medical company, there are very strong requirements for ISO certification and standards. So we will now introduce a process management tool to describe and create processes. Now it's very ad-hoc. We are not so many either, so there is no need to have a rigid system or system at all. Because of the medical/regulatory, we must follow certain processes that must be in place" (Case E)
In a start-up context, the uncertainty in start-ups' environment probably requires them to be more agile than is suggested in existing Agile approaches and frameworks. Uncertainty could come from market factors, that is uncertainty about customers' demands and level of satisfaction with products and from technological factors, that is requests to upgrade products due to new technologies. In most of our cases, start-ups defined what features to include using market-driven approaches. Hence, a set of requirements became more or less clear after performing market research.
Design: Internet of Things applications often involve much upfront design. In the context of a start-up, the design of a hardware-based product involves consideration of both its hardware and software components. A relevant design issue can be, for instance, the time required to choose a suitable hardware platform (C10). Complexity might arise from the fact that start-ups need to provide a product with more advanced features than the existing products in the market (C12). In Case A, the engineers took a long time to discuss and select an Internet of Things solution among available platforms, that is Arduino, Raspberry, ESP8266, Beaglebone Black, Particle.io and Intel Edison. This selection is made even more difficult by the fast rate of change in hardware technology.
For start-ups that build their products from scratch, the complexity of design is much more daunting. Architectural decisions depend on the selected components for central processing technologies, sensors and IoT nodes. Decisions sometimes also depend on the efficiency and cost of manufacturing such components (C11). Sometimes, architectural decisions need to be made in uncertain situations: "Many such things make it time-consuming in the process but it is hard to know what is going to mix things up later. I think it is better to just take a decision, cause even if you spend a lot of time planning what choice to make, it does not necessarily make the product better." Last but not least, hardware design constraints can also come from the fact that some domains, such as healthcare and aerospace, require that products and product development procedures follow strictly defined process models and satisfy compliance standards (C14).
Implementation involves both constructions of hardware and software components. Some start-ups (e.g., Case D, F) struggled with finding suitable open-source software components for system-level design (C20). Some others (A, C, E, G) described problems with finding the balance between profitable hardware modules and hardware quality (C17). Prototyping is sometimes paused due to the lack of availability of required components (Case F, G). Some start-ups also reported facing issues with feature creep due to the design of a multi-purpose product (C16):
" . . . It is a type of reference design with the maximum number of features. You can then drop off things. Also partially you can extend it but it is not in the integrated package then. There are means to extend the device but it is external" (Case C)
Testing is a relevant theme related to early-stage hardware prototyping. Many non-functional attributes need to be assured even at the prototyping stage, such as reliability, robustness and performance (C21). Moreover, the lab environment in which hardware prototypes are made often does not represent the actual operating environments. Testing seemed to be done in an ad hoc manner in most cases. For instance, the CTO of Case B mentioned:
"We are testing the subsystems ourselves. We have no structured system for testing. You make something, then you test if it works. Then you deliver the whole system of components to a user and ask if they like the product or if there are any bugs etc. Then we map the feedback back to the subsystems, work on them and try again." (Case B)
In Case A, the first prototype was a failure as its connectivity required a Wi-Fi network. This was not practical for fish farms, which lacked such a network connection. Testing at the system level was also a challenge when many components were locked in third-party vendors. Quality assurance also needs to consider the evolution of both hardware, firmware and software parts (C23). CTO of Case D mentioned their testing practices for the first prototype:
" . . . when upstreaming the testing responsibility so whenever some working product was done so the makers tested it to some degree...Overall maybe you could say, 10 to 20 percent for the first prototypes" (Case D)
Discussions
Software and Hardware in Internet of Things Applications
In this work, several challenges when creating MVPs in Internet of Things start-ups were recognized. Although not all of the challenges appear in every start-up, they occur in at least three of our cases, which can be argued to be a hardware start-up MVP issues. The challenges occurred in all types of product engineering areas, that is management, requirement, design, implementation and testing. Due to the nature of start-up stages, the identified challenges are mainly found in early stages. However, we also found challenges in transforming and managing MVPs in the later stages.
It is noted that not every companies in the Internet of Things domain focusing on physical products. Many start-ups provide digital services on top of existing Internet of Things platforms, leveraging business-driven analysis of internal data and operational insights [17] . In this way, software prototyping techniques are valid and relevant to Internet of Things development. Together with knowledge about software MVPs [11, 12, 44, 45] , the study adds to the understanding of MVPs development in Internet of Things start-ups. In general, we found that Internet of Things MVPs are developed under a similar organizational context, that is limited budget, multiple dependency, prone-change and high-risk environments. Common issues with making MVPs were, for instance, difficulties in finding the right set of user feedback [46] , team communication [11] , the pressure of time to market [11] , openness and access to external support for design, non-functional testing and technology dependencies [11] .
We found that the inclusion of hardware parts in Internet of Things products infers an additional complexity and dependency in the technical, financial and resource-related aspects. Hardware MVP is also taken a relatively long time to achieve its purpose. Even with the advancement in prototyping technologies, it is still a high-risk activity to create MVPs for desired quality attributes, such as performance, reliability, safety and security. Design issues, that is choosing hardware platforms, finding suitable hardware components, integrating software and hardware design and ensuring compliance with quality standards are more prominent in hardware-related products than in software systems. Funding is a more critical issue in hardware start-ups, causing a higher entry threshold for hardware innovators. Software development in start-ups is lightweight and speed-driven [5] . Many MVPs were done to interact with external stakeholders and proofs-of-concept, without being actually functional. Open-source components, simulating functionalities and focusing on UX parts are all practices that come with risks [11, 47] . Hardware MVPs depend more on the quality of the hardware engineers on the start-up's team. Due to the long R&D process, it is more demand on documentation to keep important knowledge inside the start-up when a hardware engineer leaves. Dependent on hardware vendors also makes it difficult for hardware start-ups to fully control quality and the time to release their products. This would be a more critical issue than that in software start-ups.
Implications for Practitioners
Internet of Things entrepreneurs should be aware of three types of MVPs and various approaches to implementing them. Start-ups evolve with the transformation from one MVP to another, which is closer to the final functional product. However, our evidence does not show a systematic way for this transformation. Entrepreneurs should be aware of available means in hand and their associated risks. For Internet of Things MVPs, it typically takes a long time to complete, hence the consequent of the risks would be more severe for the survival of Internet of Things start-ups.
As MVP prototyping is an essential activity for early-stage development of start-ups, entrepreneurs should leverage advanced technologies in prototyping and carefully plan the prototyping iterations. Customer involvement should be encouraged even in early-stage activities. Entrepreneurs should consider a systematic way of working that enables efficient engineering activities in a dynamic and uncertain environment. For start-ups who recruit contractors, the possible consequences of external dependencies on engineering processes and practices should be considered.
When entrepreneurs develop their value propositions based on a hardware/software product, they can be aware of relevant issues as shown in Figure 6 . Besides the common challenges for high-tech start-ups, software development should be aware of matters such as user-centred design, feature creeps and technical debts. When the start-up develops a value based on both software and hardware, they would face with a more comprehensive set of issues. In such a case, it is needed to identify which parts of the system providing core values. The core elements should be managed in-house with internal competence. The elements that are secondary could be delayed or outsourced to avoid challenges. prototyping iterations. Customer involvement should be encouraged even in early-stage activities. Entrepreneurs should consider a systematic way of working that enables efficient engineering activities in a dynamic and uncertain environment. For start-ups who recruit contractors, the possible consequences of external dependencies on engineering processes and practices should be considered. When entrepreneurs develop their value propositions based on a hardware/ software product, they can be aware of relevant issues as shown in Figure 6 . Besides the common challenges for hightech start-ups, software development should be aware of matters such as user-centred design, feature creeps and technical debts. When the start-up develops a value based on both software and hardware, they would face with a more comprehensive set of issues. In such a case, it is needed to identify which parts of the system providing core values. The core elements should be managed in-house with internal competence. The elements that are secondary could be delayed or outsourced to avoid challenges. 
Threats to Validity
There are several threats to the validity of this study that are worth discussing [37] . There is a concern that our sample does not provide insight from actual Internet of Things start-ups. Physical cameras and smart home devices are typical examples of modern hardware products. We included start-ups in stages from a pre-start-up phase (a few people doing prototypes) to a post-start-up phase (a case with 85 employees). Although some prototypes had a focus on the software parts, that focus reflects the value proposition of their products. Our cases came from three different countries across two continents and offered a variety of observations. 
There are several threats to the validity of this study that are worth discussing [37] . There is a concern that our sample does not provide insight from actual Internet of Things start-ups. Physical cameras and smart home devices are typical examples of modern hardware products. We included start-ups in stages from a pre-start-up phase (a few people doing prototypes) to a post-start-up phase (a case with 85 employees). Although some prototypes had a focus on the software parts, that focus reflects the value proposition of their products. Our cases came from three different countries across two continents and offered a variety of observations.
Another internal threat to validity is bias in the data collection, as the data might not represent the comprehensive aspects of the cases. Most of our cases are represented by one interview, which might not represent the complete scenario in our study context. In order to mitigate this threat, we selected CTOs and CEOs as interviewees where possible, who we assumed should have the best understanding of their start-ups. For Case A and C, we performed follow-up clarification via interviews and emails. We also used online documents and websites to increase our understanding of the cases (Case F, G, H). We reached data saturation by finding no new information emerged from adding new cases [36] . Our data collection and analysis were done iteratively over one year of research. The final cases (Case B, F, G, H) did not bring much new insight, which implied that the explanatory power of the core category was fulfilled.
A threat to construct validity is the possibly inadequate descriptions of identified concepts. We tried to collect contextual information about the start-ups using online documents and materials. When analysing the data, the coding process of interview transcripts was assisted by the authors' prior knowledge about prototyping and software development.
As far as external validity is concerned, our cases are characterized by Scandinavian and Pakistani start-ups in early stages with bootstrap financing models. Hence, the findings might not be generalizable to other types of start-ups, for example, internal corporate start-ups, start-ups with venture capital investment and European and North American start-ups. Hence, the observed challenges with prototyping and hardware development might not be directly applicable to such contexts, through analytical generalization may be possible in similar contexts.
Conclusions
A considerable number of start-ups deals with hardware components in their value propositions, such as connected devices, wearable devices and robotics. Like software development, hardware-related product development also requires practices and processes. Start-ups provide a unique context where traditional engineering and practices need to be reconsidered and validated. Towards a guideline for engineering high-tech products for start-ups, the first explorative step is to reveal the state-of-practice and concerns that existing Internet of Things start-ups face with.
We classified early stage start-ups' deliveries into MVP type 1, type 2 and type 3. Various approaches are found to implements these MVPs, including iterative development, rapid prototyping, outsourcing, third-party components and in-house design. Start-ups move forwards by transforming from Type 1 to Type 2 and from Type 2 to Type 3. However, there are no common paths for such transformation. Among eight Internet of Things start-ups, we gathered 24 common concerns when developing their MVPs. The concerns belong to management, requirement design, implementation and testing areas. Particularly, Internet of Things start-ups heavily rely on third-party vendors in term of development speed and final product quality. The complexity of desired products needs to be matched with available competence and appropriate management strategies.
To the best of our knowledge, this work is among the first studies of hardware product development in start-up companies. The popularity of Internet of Things start-ups and the current nascent stage of research in this field call for greater attention and further empirical research. We have identified several directions for future work. Future research can investigate the applicability of software MVP approaches in hardware-related product development. We plan to perform a survey to confirm our findings on a larger scale and we call for further collaborative case study research in this direction. Second, we found that Internet of Things start-ups tend to apply Agile practices but in an ad-hoc manner. Environmental factors characteristic of start-ups and their impact on Internet of Things development must be better understood. Future work should provide a framework or a guideline to apply Agile hardware product development in the context of start-ups. Last but not least, our study barely touched upon the concern of balancing speed and quality in hardware-related product development. An investigation of how start-ups successfully achieve this balance throughout their evolution will be beneficial to early-stage Internet of Things start-ups. Funding: This research received no external funding.
